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Abstract

As cyber-attacks continue and network traffic logs within a cloud environment continue to grow,
the requirement has arisen to be able to ingest and analyze this massive amount of data in real
time. This spurred the implementation of a smart, distributed intrusion detection system (IDS) that
leverages distributed processing and large-scale storage technologies, such as Apache Hadoop and
Apache Spark, and couples them with artificial intelligence (Al) methods for detecting whether
the network is being used in an acceptable manner. The project's engineering vision focused on
the properties of distribution, scalability, and ability to treat big data in real time, realized through
the separation of the project into its core functional layers — data ingestion, distributed storage,
intelligent analysis, response, and control. This implementation included the construction of the
whole infrastructure with distributed storage nodes using HDFS, as well as an intelligent real-time
processing engine (Apache Spark), which allows analyzing network flows at real time, and
detecting anomalous patterns with minimal delay. The system was also tested in several
experiments that simulated a realistic operating environment, with network traffic coming from
multiple virtual sources that would be processed in parallel, with the aim of assessing how well
the system could ingest, analyse and respond to network traffic without any disruption. The results
showed that the system can 100% detect with stable performance, which proves that the proposed
structure can be scaled up in the future by adding processing or storage resources without changing
the structure itself. The project is a practical realization of an application that integrates concepts
of big data computing and artificial intelligence and will have plenty of potential for adaptation
and expansion in ever more complex and changing cloud settings.
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Load Dataset from HDFS

v

Data Cleaning
(Remove Null / Infinity Values)

L]
Feature Selecson
L]

Job Scheduling
{Spark Driver — k1)

Distributed Execution
(Waorkers k2, k3)

Stage 1. Binary Classification
{Benign vs Aftack)

1

l

Fiter Attack-Only Records

T

|

v

Stage 2 Multiclass Classification
(Attack Type)

v
Modal Evaluation
(Accuracy. F1-Scorq)

'
Outpunt. Trained Hierarchical Model
(Saved to HDFS)
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- 3l (Hyperparameters) astl odlalall ilas
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ol e 18 a0 sl e a5l 155 a5y (ENsemble Learning) sttt Jedh ol s 50 (si] atpal) 1a)) dlys 3
st sl 13 o ity s 8T S8 aaas 13 ) Jsosll jlnsY) ol ol mas & cleam o= it (Decision Trees) 1,3
e LY ey sl £35 Olenid el i e e loh) daned L3340

Lo Sl alpie e Jo 3ms S 50 e :(Bootstrap Aggregating — Bagging) -y sl e
Lall S b 06t 5 Y et ol sl 252 e (Sampling with Replacement)

i isget it (i ke IS e afladl 57,28 Y 31 ((Random Feature Selection) il et 2 aslpesl @
o35 n dpy Sl el B e B8 oty ol B wig U o Lo Aflpie

aaagzd\(...;ffc@wu‘;g‘w‘&wd@BRJyQ}aj)a%w\@)wy\@eﬁ&&;J\o.u}fLS.XQ,A#RA;PMMJ
@3, 322l las (OVErfitting) Levesd) & bisy alal ale aaglis 0¥ oda semy .(Majority Voting) e, wigd

Db Bk st Bale (23 sunly 3t sl Lt 0 Tl

LGl iy oo 2
Mlall s @ (el Slslie] (3 BVt Y (55 blie 35sn) Rl 2l T ) Tam (iad il (3 jalar 03 of O Ol
n_estimators =) s -2 100 sas adsl o (ouad) WS 3 L ples Sy 3ty 2o (Hyperparameters) s
e S e gl sgnall and @ of (Spark ogs alind sl sased 4,4 3 sl (Max_depth = 20) 20 s sl sas5 (100
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Executor added: app-.../0 on worker-...-10.0.0.18-39000 (10.0.0.18:39000) with 2
core(s)

Executor added: app-.../1 on worker-...-10.0.0.124-39000 (10.0.0.124:39000) with 2
core(s)

(K3 5 K2) asjeli foaht e e (Spark EXeCUtors) wiisdl mjpd fasd) odonw o213 (Sl

K2 suaae sleaily ((COFeS 2) adles coilsy EXECULOr O Wiz sszd ) (10.0.0.18) K3 sl alecast (13) ISl gkl
Jais BY (B el s @ 58 4 (10.0.0.15) K1 sz of 123y awsdt 2andl i EXeCULOr 1 G2z (10.0.0.124)
Gl e L) 2id OF 095 il ol e LA sl w95 (JOD Scheduling) acel) sews e Josdd Driver 3
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M3 | Single-Node (sklearn 3-Node Cluster Al
~ gl Spark 2192.365 1882.08s ISy s
(%14.2~) s310 (2080.78+111.58)
-~ g Spark 2080.78s 1637.80s Al il s 3y
(%21.3~) 5443
Single-node 111.58s 244.28s Sl Al 5 23y
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T iz 97.99% 97.75% B
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ubuntu@kl:~/ids-training$ cat singlenede_rf_results.json

"experiment": "SingleNode_RF_sklearn_25pct",
1 "si :-node (scikit-learn, n_jobs=1)",

"EN
"train_tu
"inference_
"throughput_r

Adlgall SU Zajlg plasials salg Sie e i) 2ol o5 wils: 14 IS8

ubuntu@kl:~/ids-training$ cat distributed_rf_resultg

"experiment": "Distributed_RF_pyspark_25pct",
"mode": "distributed-cluster (pyspark, n_nodes=3)'
"cluster_config": "3-Node Cluster",
"ample_size": 4038551,
"tain_size": 3230840,
"test_size": 807711,
"metrics": {
"total_train_time_sec": 1882.08,
"stagel_train_time_sec": 1637.80,
"stage2_train_time_sec": 244.28,
"accuracy": 0.9775,
“f1": 0.9768,
"precision": 0.9798,
"recall": 0.9775,
"total_inference_time_sec": 54,
"throughput_rows_per_sec": 13721

Elgall SLL mjlys pliduanl gkl sshall e m3ged) oy il 15 e

B 05 55,40 Sleadl Sbly) i o T 550 54 ) ) bl v Sali o gl Al 3 Ll Sl Baidl 1 0F 42
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ilee o 3 B Y SKIRAN cigss Loall ol s ety — Lgtnadey 50l Lelosh alodd) cilSS ( St Jlas 2l sf 095 2
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build: ./dripper
container_name: dripper
volumes :
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networks: [ids-net]
mem limit: 512m
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networks: [ids-net]
mem limit: 512m

restart: unless-stopped
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660 - - 8.31
1000 1000 - - 13.908
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