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Abstract

As cyber-attacks continue and network traffic logs within a cloud environment continue to grow,
the requirement has arisen to be able to ingest and analyze this massive amount of data in real
time. This spurred the implementation of a smart, distributed intrusion detection system (IDS) that
leverages distributed processing and large-scale storage technologies, such as Apache Hadoop and
Apache Spark, and couples them with artificial intelligence (Al) methods for detecting whether
the network is being used in an acceptable manner. The project's engineering vision focused on
the properties of distribution, scalability, and ability to treat big data in real time, realized through
the separation of the project into its core functional layers — data ingestion, distributed storage,
intelligent analysis, response, and control. This implementation included the construction of the
whole infrastructure with distributed storage nodes using HDFS, as well as an intelligent real-time
processing engine (Apache Spark), which allows analyzing network flows at real time, and
detecting anomalous patterns with minimal delay. The system was also tested in several
experiments that simulated a realistic operating environment, with network traffic coming from
multiple virtual sources that would be processed in parallel, with the aim of assessing how well
the system could ingest, analyse and respond to network traffic without any disruption. The results
showed that the system can 100% detect with stable performance, which proves that the proposed
structure can be scaled up in the future by adding processing or storage resources without changing
the structure itself. The project is a practical realization of an application that integrates concepts
of big data computing and artificial intelligence and will have plenty of potential for adaptation
and expansion in ever more complex and changing cloud settings.
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ol e 28 a0 sy ey asbl S5 a5y (ENsemble Learning) sttt Jedh ol s 50 (si] atyal) 2a)) dlys 3
st sl 13 o ity s 8T S8 aaas 13 ) Jsosll jlnsY) ol ol mas & cleam o= it (Decision Trees) 1,3
e DLV iy a1 635 Olaa) bl il e 2a b dazas 83400

Lo Sl alpie e Jo 3ms S 50 ¢ :(Bootstrap Aggregating — Bagging) st~y sexdl e
Lall S b 06t 5 Y et ol sl 252 e (Sampling with Replacement)

i isget it (i ke IS e afladl 57,28 Y 31 ((Random Feature Selection) il jlesi 2 aslpesl @
o35 n dpy Sl el B e B8 oty ol B wig U o Lo Aflpie

ol o e Wl ) ) s Jan (K 5ot IS cgaly Rl 3 s i e ) 0dn S e 5 s sy
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Executor added: app-.../0 on worker-...-10.0.0.18-39000 (10.0.0.18:39000) with 2
core(s)

Executor added: app-.../1 on worker-...-10.0.0.124-39000 (10.0.0.124:39000) with 2
core(s)

(K3 5 K2) asjeli foaht e e (Spark EXeCUtors) wiisdl mjpd fasd) odonw o213 (Sl

K2 suaae sleaily ((COFeS 2) adbles ooilsy EXECULOr O Wiz ssaad 1) (10.0.0.18) K3 suaall sleast (13) ISl gkl
Jais BY (B el s @ 58 4 (10.0.0.15) K1 sz of 123y awsdt 2andl i EXeCULOr 1 G2z (10.0.0.124)
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~ gl Spark 2192.365 1882.08s ISy s
(%14.2~) s310 (2080.78+111.58)
-~ g Spark 2080.78s 1637.80s Al il s 3y
(%21.3~) 5443
Single-node 111.58s 244.28s Sl Al 5 23y
O g !
T iz 97.99% 97.75% B
o, lize 97.92% 97.68% F1l-score
T o )lize 97.91% 97.98% Precision
T o) laze 97.99% 97.75% Recall
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L, Spark 65,213 rows/s 13,721 rows/s (Throughput) zy
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('q:;t} 2080.78) J;:.w..u ‘J“JJ\ &,.3 sf;;\wa J&*" L P9 ((Sequentia”y)
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ubuntu@kl:~/ids-training$ cat singlenede_rf_results.json

"experiment": "SingleNode_RF_sklearn_25pct",
1 "si :-node (scikit-learn, n_jobs=1)",

"EN
"train_tu
"inference_
"throughput_r

Adlgall SU Zajlg plasials salg Sie e i) 2ol o5 wils: 14 IS8

ubuntu@kl:~/ids-training$ cat distributed_rf_resultg

"experiment": "Distributed_RF_pyspark_25pct",
"mode": "distributed-cluster (pyspark, n_nodes=3)'
"cluster_config": "3-Node Cluster",
"ample_size": 4038551,
"tain_size": 3230840,
"test_size": 807711,
"metrics": {
"total_train_time_sec": 1882.08,
"stagel_train_time_sec": 1637.80,
"stage2_train_time_sec": 244.28,
"accuracy": 0.9775,
“f1": 0.9768,
"precision": 0.9798,
"recall": 0.9775,
"total_inference_time_sec": 54,
"throughput_rows_per_sec": 13721
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~[apache-jmeter-5.6.3/bin/jmeter -n -t ids_load_test.jmx -l results.jtl -e -0
report_html

WARN StatusConsoleListener The use of package scanning to locate plugins is
deprecated and will be removed in a future release

WARN StatusConsoleListener The use of package scanning to locate plugins is
deprecated and will be removed in a future release

WARN StatusConsoleListener The use of package scanning to locate plugins is
deprecated and will be removed in a future release

WARN StatusConsoleListener The use of package scanning to locate plugins is
deprecated and will be removed in a future release

Creating summariser <summary>

Created the tree successfully using ids_load_test.jmx

Starting standalone test @ August 5, 2026 10:45:39 PM UTC (1785969939848)
Waiting for possible Shutdown/StopTestNow/HeapDump/ThreadDump message
on port 4445

summary = 1000 in 00:00:11 = 92.5[s Avg: 51Min: 10 Max: 98Err: 0 (0.00%)
Tidying up ... @ August 5, 2026 10:45:51 PM UTC (1785969951093)

... end of run
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~[apache-jmeter-5.6.3/bin/jmeter -n -t ids_load_test_200.jmx -l results_200.jtl-e -0
report_htmi_200

WARN StatusConsoleListener The use of package scanning to locate plugins is
deprecated and will be removed in a future release

Creating summariser <summary>

Created the tree successfully using ids_load_test_200.jmx

Starting standalone test @ August 6, 2026 9:05:21 AM UTC (1786007121548)
Waiting for possible Shutdown/StopTestNow/HeapDump/ThreadDump message
on port 4445

summary + 671in 00:00:08 = 84.0fs Avg: 353 Min: 49 Max: 3537Err: O
(0.00%) Active: 92 Started: 150 Finished: 58

summary + 1329 in 00:00:13 = 101.7/s Avg: 792 Min: 11Max: 981 Err: 0 (0.00%)
Active: 0 Started: 200 Finished: 200

summary = 2000 in 00:00:21= 95.0/s Avg: 645Min: 11 Max: 9811Err: 0(0.00%)
Tidying up ... @ August 6, 2026 9:05:43 AM UTC (1786007143169)

... end of run
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~/apache-jmeter-5.6.3/bin/jmeter -n -t ids_load_test_500.jmx
-l results_500.jtl -e -o report_htmI_500

WARN StatusConsoleListener The use of package scanning
to locate plugins is deprecated and will be removed ina
future release

Creating summariser <summary>

Created the tree successfully using ids_load_test_200.jmx
Starting standalone test @ August 6, 2026 9:05:21 AM UTC
(1786007121548)

Waiting for possible
Shutdown/StopTestNow/HeapDump/ThreadDump message
on port 4445

summary = 4000 in 00:00:21= 95.0/s Avg: 1,753 Min: 11
Max: 16173 Err: 0 (0.00%)

Tidyingup ... @ August 6, 2026 9:05:43 AM UTC
(1786007143169)

...end of run
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<3: d ids-project/
ubuntu@k3: s-project$ sudo docker exec postgres psgl -U 1ds user -d 1ds db -c "SHOW max_connections;"
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